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360dialog is – legally speaking – the processor of personal data for you as the Controller. In this capacity, 
we implement sensible default templates (e.g. retention periods), when setting up a new channel to meet all 
GDPR requirements. Such parameters can - and should - be modified according to your needs and you may 
instruct us respectively under the DPA. We provide a configurable software solution to meet your legal 
and compliance requirements.

Per the GDPR, you as the Controller are responsible for complying with the statutory requirements, such as 
providing the data privacy policy for your customers and to fulfill the rights of data subjects. We will assist 
you to do that by providing the necessary technical data (e.g. store consents given). Furthermore, we will 
store non-personal data for statistical reasons and to improve the service. 

Disclaimer
This document may be out of date by the time you read it. It is intended to inform you about the data flow 
and technical details of the data processing. Changes may apply due to software or infrastructure updates. 
Please contact your account manager for the latest version. This document is not legally binding and does 
not constitute legal advice.

The role of 360dialog



Infrastructure
The end user’s phone sends messages directly to meta’s WhatsApp infrastructure. The data are 
encrypted and will be stored - for technical reasons - until delivered to recipient but not longer than 7 
days for incoming messages (up to 30 days for outgoing messages; please read current policy of meta 
to get accurate information) in their network. These data are passed on either to:

1. 360dialog’s on premise solution (local hosting, current default), or
2. meta’s cloud solution

Infrastructure & Data Storage
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Data Storage
For customers in Europe, the data center location is a German/European one. The servers are operated 
by 360dialog. The conversation between the WABA and the end user is encrypted (implemented by 
meta). The data itself is not stored encrypted, as it is needed to be processed (on 360dialog 
infrastructure - not visible in clear for meta).

NOTE: This image represents only the concept 
and not your individual situation. Please ask 
your project manager in case you have more 
questions about the server location.

Infrastructure & Data Storage

Technical “enabler” 
(encryption, sending); 
software provided by meta 
but run by 360dialog

The piece of software where 
data is being stored, 
processed and marketing 
automations enabled; data 
being stored depends on use 
case; developed and run by 
360dialog



Data Retention

Inactive users deletion
Definition of „inactive user“: It is a user with no 
subscription and no user-initiated conversation for 
more than {period agreed above}.

„Inactive users“ can be deleted after a 
specific period:
• 1 year
• 6 months (default)
• Any other value set by Controller 
Or data can be kept in storage and not 
deleted.

“Daily worker” (the respective piece of software) is 
active and it will delete personal data every day 
at 12AM if conditions are met.

Keep user consent
User consent can be handled in following 
ways
• Not stored
• Stored until the end of current year
• Stored until the end of next year
• Deleted after timeframe set by Controller
• Deleted after 3 years (default)

“Consent worker” (the respective piece of software) 
is active when new year should start 31.12. at 
11:59PM and it will delete data for which 
conditions have been met.

Deletion can be done at later date, in case final 
approval needs to be made beforehand.



Data Retention

“STOP” keyword handling
If user clicks „STOP“ these options can be 
implemented

1. No action ( just keep data about click)
2. Delete data instantly, but don't send 

confirmation to the user („silent 
deletion“)

3. Deletion date - end of the same day, 
send notification upfront (default)

Optional template can be implemented for second 
case „deletion_confirmation“ and sent to the user.

In case of same day deletion (third case above), 
deletion will be made the same day after backup 
has been made

Phone number hashing
Phone number pseudonymization is 
enabled per default for all accounts

Roadmap
API documentation will be available for 
deletion requests in near future (silent 
deletion or sending confirmation first [extra 
msg costs $]).



Step One Step Three

Step Two

User needs to type “Start” or “Stop” Send message to the user with 
information about the policy. Send short 
text message which should contain link to 
Data Privacy page on your website

User data is gathered. It contains 
following data (which are mandatory to 
render the service):

1. WhatsApp ID
2. WhatsApp Display Name
3. Exact date and time of message
4. MarketID
5. Last message sent

Consent Management Process
Below you can find a process explainer on how Consent is gathered from the user

491234567890 | {"name": „username", "marketID": "123456", 
"accepted": true, "offered_at": 1660808899.469092, 
"last_message_at": 1660809214.0} 

Exemplary Data snippet



Deletion requests can be submitted manually via email to mas@360dialog.atlassian.net or using 
360dialog’s Data Privacy Center (functional Q4/2023)

They should contain at least:
• WhatsApp ID (phone number in international format)
• If available – name of the user (might be helpful to double check with stored username)

Deletion Request

mailto:mas@360dialog.atlassian.net


Data that will be deleted

When a Deletion Request has been submitted, all personal data will be deleted with the exception of 
consent (for legal reasons, can be configured). Below find the details. 

Conversations data between the company 
and user 

Deletion Request

Data that will be partially 
deleted/anonymized

Metadata – otherwise reports from the past 
would be faulty.

Data that will not be deleted
Consent data kept in Consent Database, 
including Personal data which is needed 
for this purpose



Data Retention

CONVERSATION DATA 
(“Chats”)

Example: WA ID, text of users
Purpose: Needed for insights, 
UX improvement & use cases
Deletion: Will be deleted

META (TECH) DATA

Example: WA ID, timestamps
Purpose: Needed for statistics 
and providing service
Deletion: Will be anonymized 
(salted hash, no longer 
personal data)

CONSENT DATA 
Opt-ins and opt-outs

Example: subscriptions 
Purpose: Needed for 
legal reasons
Deletion: Will be deleted 
after 3 years (default) or 
as instructed by client

Disclaimer
Please note that this are default settings. Unless you request us to do things differently or export the data, other 
restrictions may apply. Please see also deletion possibilities on the next pages.



Data Retention

CONVERSATION DATA META (TECH) DATA CONSENT DATA

Details can be found on 
next pages

Disclaimer
Please note that this shows example/template data, you may choose to enable additional features.

{'name': 'Tester', 'filial': '0', 

'locale': 'en', 'accepted': True, 

'offered_at': 1689070115.3967566, 

'postalcode': '123456', 

'wrong_entries': 0, 

'last_message_at': 1689070114.0, 

'market_selected': True}

Contact,Message,Is Sent,Date
491711234567,"{'contacts': [{'wa_id': 
'491711234567', 'profile': {'name': 'Max 
Muster'}}], 'messages': [{'id': 
'gABEGSRcXl3JIAhCoe6_c69Uza8Pm4bStRFTf', 
'from': '491711234567', 'text': {'body': 'Ich 
möchte den Prospekt von 360dialog sowie weitere 
Angebote, Aktionen & News rund um 360dialog 
erhalten.'}, 'type': 'text', 'timestamp': 
'1686113433'}], 'incoming_messages': [{'id': 
'gABEGSRcXl3JIAhCoe6_c69Uza8Pm4bStRFTf', 
'contact': {'wa_id': '491711234567', 'profile': 
{'name': 'Max Muster'}}, 'waba_payload': {'id': 
'gABEGSRcXl3JIAhCoe6_c69Uza8Pm4bStRFTf', 
'from': '491711234567', 'text': {'body': 'Ich 
möchte den Prospekt von 360dialog sowie weitere 
Angebote, Aktionen & News rund um 360dialog 
erhalten.'}, 'type': 'text', 'timestamp': 
'1686113433'}}]}",NO,2023-06-07 04:50:33



The presentation is meant to be universal and tell about the concept. On this page we can set custom 
times.

• Customer: [name]
• STOP-Button-Deletion: [custom time]
• Manual Deletion-Request (by you): [custom time]
• Inactiveness: [custom time]

for a detailed technical description of the deletion please see here: GDPR Deletion process

Agreed deletion times (template)

https://2420607013-files.gitbook.io/~/files/v0/b/gitbook-x-prod.appspot.com/o/spaces%2F-M4sMxKjL6eJRvZn6jeG-887967055%2Fuploads%2FQLPPY2TgV9Adve7BV4Jb%2FCampaigns-GDPR-DeleteProcess.pdf?alt=media&token=677b6e0f-4e7d-429c-a2af-7436bef86444


Data Privacy Recommendations

User scans 
QR-Code/clicks ad and is 

being redirected to 
WhatsApp channel; 

“Opening Message” can 
be predefined by 

channel

Example: 
https://wa.me/123456789
0/?text=Abschicken%20un
d%20schon%20gehts%20lo
s

1

2

1

First response from 
channel: we 
recommend to add data 
privacy link here for 
most use cases 
(Europe).

NOTE: From meta’s perspective the 
opt-in is already performed by 
clicking a wa.me link (or scanning a 
QR code)

Conversation becomes 
billable ($) from this 
moment on and user 
data will be stored first 
time

Initial Messaging Process



Data Privacy Recommendations

3

Description
512 characters for your 
company description; 
contains often link to 
data privacy - but links 
are not clickable here

Websites (Recommendation)
You can add up to two links: 
First one could be your landing 
page / homepage and the 
second one a link to the data 
privacy policy.

Business Profile Configuration



360dialog terms & privacy policy
You can find more information about our current privacy documents here:
https://docs.360dialog.com/docs/useful/imprint-and-dataprivacy 

Meta’s policy
You can find more information about meta’s privacy in their Compliance Center: 
https://www.facebook.com/business/business-messaging/compliance/  or more specifically 
https://www.facebook.com/business/business-messaging/compliance/whatsapp-gdpr# 

Further Information 

https://docs.360dialog.com/docs/useful/imprint-and-dataprivacy
https://www.facebook.com/business/business-messaging/compliance/
https://www.facebook.com/business/business-messaging/compliance/whatsapp-gdpr#


If you have any questions on this 
presentation, please contact 
legal@360dialog.com or your 
Account Manager

mailto:legal@360dialog.com

